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5) Elon University News Bureau, staff, “Report: Technology experts worry about the future of being human in the Al Age”,
2025. 4. https://www.elon.edu/u/news/2025/04/02/report-technology—experts—worry—about-the-future—of-being—
human-in-the-ai—age/, 2026. 4. 30. & W&

6) HESHEAN, 0| HiM Fl.

7) BBC, “A predator in your home'": Mothers say chatbots encouraged their sons to kill themselves”, 2025. 11. 8.,
https://www.bbc.com/news/articles/ce3xgwyywedo, 2026. 4. 30. A5 B2,

8) BBC, “EU investigates Elon Musk's X over Grok Al sexual deepfakes”, 2026. 1. 26.,
https://www.bbc.com/news/articles/clye99wg0y8o, 2026. 4. 30. £|5 &,

9) Mar Negreiro, “Children and deepfakes’, European Parliamentary Research Service, 2025. 7., 4H.
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10) John Sanford, “Why Al companions and young people can make for a dangerous mix”, Psychiatry & Mental Health,
Stanford Medicine, 2025. 8. 27.
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12) Az, “QUBKIS(Al A2 A1 HE0f Cis FAHEE IS Wak- YA FH| U QIS FLCE", YA MSE SH H87
3, HHAEH, 2025. 6., 242~ 2444,
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14) AAK'E, “HH 0|3 S E0)| HiNE= FAES [ Al £02]7, 2026. 1. 4.,
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21) Mar Negreiro, op. cit., pp.3 "~ 5.

22) PBS NEWS, “AP report: Rise of deepfake cyberbullying poses a growing problem for schools”, 2026. 1. 2,,
https://www.pbs.org/newshour/education/ap-report-rise-of-deepfake-cyberbullying-poses—-a-growing-problem-
for-schools, 2026. 4. 30. & W=,

23) The New Zealand Herald, “Teen dies after Al sextortion scam; rise in ‘nudify’ app blackmail”, 2025. 7. 17,
https://www.nzherald.co.nz/world/teen-dies-after-ai-sextortion-scam-rise-in—nudify—app-blackmail /UX2XCVV36
JBWRER2NQNBFX2RDY/, 2026. 4. 30. & Y&,

24) NDTV WORLD, “US Teen Dies By Suicide After Being Blackmailed With Al-Generated Nudes’, 2025. 6. 3.,
https://www.ndtv.com/world-news/us-teen-dies-by-suicide-after-being-blackmailed-with-ai-generated-nudes
-8575827, 2026. 4. 30. =& =,

25) https://www.theguardian.com/technology/2026/jan/07/grok-deepfake-images-sexualise-women-children-investi
gated-australia—esafety, 2026. 4. 30. ZIZ Y2.; https://www.reuters.com/legal/litigation/elon-musks—grok-faces—-
global-scrutiny-sexualised-ai-photos-2026-02-17/, 2026. 4. 30. £/& &2

26) AMO|H] 2Y2 “HHE], FHE ¥ 7|E MA 71718 Solf Y= MO2 X&M T YHEHO2 G Jtok= 3P 2t Holgh 4~ It
SiIZl, “AO|HZE 2 AR Y TIGHAH 2S5 235} ot MO|H £3(Cyber-bullying)E S¢IQ2 -7, WGHAISIT K328 HM2&, &=
SiAtsts], 2024. 8., 380H.

27) SXEH|0|, “YH0|Z B0 2 ZXX|--HAHE Al UEF AZF 2025, 12. 8.,
https://www.cctoday.co.kr/news/articleView.htmI?idxno=2222768, 2026. 4. 30. £|5 YW=,
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30) =LY, “[HS] HAA 2023 0|F AlZL 571 £ 2|4 1271, 2026. 2. 8.,
https://www.kmib.co.kr/article/view.asp?arcid=1770531010, 2026. 3. 21. £ W&,
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32) John Sanford, “Why Al companions and young people can make for a dangerous mix” , Stanford Medicine News, 2025. 8. 27.,
https://med.stanford.edu/news/insights/2025/08/ai-chatbots—kids-teens-artificial-intelligence.html, 2026. 4. 30.
T UE

33) https://openai.com/index/mental-health-litigation-approach/, 2026. 4. 30. %% &2

34) https://www.theguardian.com/technology/2025/0ct/29/character-ai-suicide—children-ban, 2026. 4. 30. Z|& @&,
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152) ZIEM, Aol =2(F 63), 69H; Z&7|EIR0|, Ao =&, 328H.

153) John Hopkins Medicine, “Social Media and Mental Health in Children and Teens”,
https://www.hopkinsmedicine.org/health/wellness—-and-prevention/social-media-and-mental-health-in—children
-and-teens, 2026. 5. 31. £& Y&, Tarig Masri-zada, Suren Martirosyan, Alexander Abdou1, Ryan Barbar, Samuel
Kades, Hassan Makki, Grant Haley, & Devendra K Agrawa, “The Impact of Social Media & Technology on Child and
Adolescent Mental Health”, J Psychiatry Psychiatr Disord Vol.9(2), 2025.; The Conversation, “Neuroscience explains
why teens are so vulnerable to Big Tech social media platforms” ,
https://theconversation.com/neuroscience-explains—why-teens-are-so-vulnerable-to-big-tech-social-media—pl
atforms-278521, 2026. 5. 31. 2= Y=,

154) Reuters, “Social media as bad for children as smoking, British doctors say”,
https://www.reuters.com/legal/litigation/social-media—-bad-children-smoking-british-doctors—say-2026-05-26/,
2026. 5. 31. T Y.

2026. 6 41

H



r‘—l_'l:
r

&2 BN 25V S 9 WERTLS G 4ol AV APBLY 21597 P
AT S5 BLUGANAZE AFoH ol A o] §44e] 2ol ol o|RE Fatstar
U HAURTH A16E AT S0l el F2de &, B 52 A Ao
ERE AR A% PO BH0) Aol AH L, FAURANA BT e
B BA 0 E et HEshy] As) Aol o §41] %S Selshs Zlo] Be
Stz QI Yolets BAA tw S Bo 4185 34 9 T wyoz o849
% o 29l o2 Sholshis AL A Ue S0 But ohjet thE Wl 2nEY o] A
gogt AREAYS B3 ATHE JrUgAATEEY Jode Agstslo] &
2514 gk I FA| Do) WA QRethe WEA A 2150 Sof vl5o] A o
Hojo] Adulto] A 46 AL 919 2 U B THS 5 B Hawe] 4%
3 A9l Setol et g Aoleh 157

okl 4] dhgol H 2Eulclol oigel] Qo @A) FolA 9 Eelso] g
Heke] Al RATA A O] 4L YT BEali, 241 02 o] 9lo] 247} 9
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5

22 PR 2 o §ae] FHlx B ES 2 4 A 5h, @ 164 Hee]
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1270 59 M| A7 AR R A9 A4 o] % 8 & B 52 W 2407 oL
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wlEo] et FA| 2 E AT, ThE o 827 Zelze] et S ey 918 MES
2R A4 EE FAEES FRIAY A AN 50 2L AAE 45 A8 A RS
A, A5 AR HT 29 L FEH EAL AT 9k A9 A8 i A8nHo]
ZoEolety Holska itk 159) Sz erhre] 24u|to] A ol B4 99 2L
WA gk, A9 39 7P 2 o197t A2 354 758 M SREULS o
155) SIHAfIA 2001. 1. 18. 998101555 MATO|A Z2H.
156) SIERHTA 2015. 3. 26. 20133101354 HAHAESH H16Z H18 S I8 &0l 24,
157) S0l 01dERte] £US 5183t, FHE MSE AQUX|, OIS SISBICIH 0= HZO| HLITK| S8 AQIX|= e FaHo|
SHOI| L3t TS AR TAL AFE AH0|CI0] 013 At &SI g HO| U= ZFH0[20 ST AT
1999. 9. 16. &039 AZIMHAIMFE| H422 [HH] HM5.2h0 Sl A% Fil.

158) https://www.flsenate.gov/laws/statutes/2024/501.1736
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159) &2 QACE z|ENM, Y2l =F2(F 63), 71H.
160) &2 QACE z|ENM, 42| =F2(F 63), 73T,
161) Sabriyya Pate, “Platform Liability for Platform Manipulation”, Columbia law Review 125, no.4, 2025. 4., pp.910~922.
162) UYL, 22101 ZAHE0| =M Y112| S0 TSt YAHO| & Hal”, SHAT M53E M1, s=astE], 2024.. 10., 295~296H.
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163) https://www.gov.uk/government/news/britains-leading-the-way-protecting—-children-from-online-predators,
2026. 4. 30. &5 Y.

164) https://www.theguardian.com/technology/2025/feb/01/ai-tools-used-for-child-sexual-abuse-images-targeted-
in—home-office-crackdown, 2026. 4. 30. ZI5 Y&,

165) National Association Attorney General, “To the legal representatives of Anthropic, Apple, Chai Al, Character Technologies,
Google, Luka, Meta, Microsoft, Nomi Al OpenAI Perplexity Al, Replika, and xAl”, 2025. 12. 9. 0] A{StH| A= KRR Z|
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184 2= 20| Xatof] Thet XA B2 7 |AEQ=, 71ElE SXHAKIR FotE 20|0H XS B357| 10 ki, 2017t
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https://law.justia.com/cases/massachusetts/supreme-court/2021/sjc-11517-amp-sjc-11518.html, 2026. 4. 30.
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166) 2025 New Jersey Revised Statutes Title 2C - The New Jersey Code of Criminal Justice Section 2C:11-6 — Aiding
suicide.
https://law.justia.com/codes/new-jersey/title-2¢/section-2¢c-11-6/

167) California Penal Code 401.
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174) Singapore Academy of Law Law Reform Committee, “Report on Criminal Liability, Robotics and Al Systems”, 2025.
2., pp.5~6.

175) Alice Giannini & Jonathan Kwik, “Negligence Failures and Negligence Fixes. A Comparative Analysis of Criminal
Regulation of Al and Autonomous Vehicles”, Criminal Law Forum vol. 34., 2023. 1., pp.61~66.

176) Alice Giannini & Jonathan Kwik, op.cit, pp.66~67.

177) Ryan Abbott-Alex Sarch, “Punishing Artificial Intelligence: Legal Fiction or Science Fiction”, UC Davis Law Review vol.
53, 2019., pp.378~381.
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Abstract

Research on the Current Status of Harm to Children and
Adolescents and Legal Protection Measures Due to the

Increased Use of Artificial Intelligence (AI)

HeaJin Shin

Seoul Southern District Prosecutors’ Office, Senior Prosecutor

As the use of artificial intelligence, such as chatbots, by children and
adolescents increases, emotional dependence on artificial intelligence is
intensifying, and serious harm such as suicide and self-harm is occurring.
Various problems are also emerging, such as the formation of identities
centered on virtual personalities and the disconnection of real-life human
relationships. Al-based recommendation algorithms and addictive features on
social media are causing over-dependence among children and adolescents
and increasing physical and mental risks. Futhermore, social media is
becoming a breeding ground for crimes against children and adolescents,
involving various criminal acts such as the distribution of fake sexual
exploitation material using deepfake technology, sexual grooming, drugs, and
prostitution. Consequently, while many countries are taking strong legislative
measures to protect children and adolescents from the use of artificial
intelligence, Korea lacks sufficient laws and systems for their protection,
leaving them exposed to greater risks and harm compared to children and
adolescents in other countries.

Based on this awareness of the problem, this paper proposes several legal
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response measures to prevent harm to domestic children and adolescents
resulting from the increasing use of artificial intelligence and to strengthen
their protection. First, as is the case in the UK, it is necessary to require
information and communications service providers to conduct risk assessments
and take risk mitigation measures that encompass not only illegal information
subject to criminal punishment but also harmful information, such as
cyberbullying using artificial intelligence, which can cause serious harm to
children and adolescents. Children and adolescents must be actively protected
by imposing obligations to restrict access to harmful information, in addition
to the prompt deletion of illegal information. Furthermore, referencing the
U.S. "Take It Down Act," it is necessary to legislate a deletion deadline for
sexually explicit images utilizing deepfake technology so that they are deleted
immediately upon receiving a report from a victim, or at the latest within 48
hours. Additionally, legal procedures must be promptly established to enable
victimized children and adolescents to quickly obtain the personal information
of anonymous perpetrators from information and communications service
providers.

Next, to prevent damage resulting from the increased use of companion
chatbots, obligations must be imposed on chatbot providers to implement
various safeguards, as is done in the U.S. states of California and New York. In
addition, the excessive immersion and addiction to social media among
children and adolescents is serious and has a significant negative impact on
their healthy growth. Therefore, it is urgent to consider introducing legislation
that would restrict the use of social media by children and adolescents of a
certain age group who are physically and emotionally most vulnerable and in
need of protection, at least for a certain period until these side effects are
alleviated. If it is difficult to reach a social consensus on legislation to
completely ban social media use by children and adolescents of certain age

groups, regulations on Al-based recommendation algorithms should be

2026.6 BT

H



LEHIEEF

initiated before it is too late.

Meanwhile, due to the "black box" nature of artificial intelligence and the
complexity of its development and operation, a gap in criminal liability will
arise in the event of criminal damage, making it difficult to identify causal
relationships and responsible parties. Since this is a problem difficult to
resolve solely within the existing criminal law system, in-depth legal
discussions must be held regarding the establishment of new duties of care at
each stage—such as the design, training, supply, and post-launch monitoring
of artificial intelligence—or the imposition of specific risk prevention
obligations through the designation of responsible parties. In particular, it is
necessary to establish an effective criminal law system to prevent Al
development and supply companies and managers from evading responsibility

when serious harm occurs to children and adolescents.

Key words: Artificial Intelligence, chatbot, deepfake, social media, social
networking service(sns), grooming, online impersonation, algorithm,
addictive feature, corporate liability
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